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Policy for 
Safe & Acceptable Use of the Internet 

This policy has been based on the guidance provided in the Department of Education Northern Ireland’s Circular 2007/08.

The purpose of this policy is to:

Establish safe practice to protect pupils and staff in Portaferry Integrated Primary School when using the Internet and digital technologies.

Using the Internet for Education

The Internet and digital technologies are powerful educational resources when they are used effectively. The benefits include: 

· access to a wide range of educational resources

· rapid and cost effective communication;

· gaining an understanding of people and cultures around the globe;

· staff development through access to new curriculum materials;

· shared knowledge and practice;

· greatly increased skills in Literacy, particularly in being able to read and appraise critically 

· social and leisure use.

Guidelines for Safe Use of the Internet and Digital Technologies

At Portaferry Integrated P.S. we feel the best way to encourage our pupils to demonstrate safe and responsible behaviours when using the Internet and other digital technologies lies in a combination of: 
· Site filtering (through C2K), 
· Ensuring adequate supervision of pupils when using the internet
· By fostering a responsible attitude (through partnership with parents and guardians and outside agencies). 

· By offering training to pupils, parents and staff as resources allow.

Usually, the resources used by pupils in school are carefully chosen by the teacher and determined by curriculum policies. Use of the Internet by its very nature, will provide access to information which has not been selected by the teacher. Whilst pupils will often be directed to sites which provide reviewed and evaluated sources, at times, they will be able to move beyond these, to sites unfamiliar to the teacher.

Management of Internet Safety in our school

The ICT coordinator (Mr McKeown), will have the day to day responsibility for all Internet safety issues within the school. It is his responsibility to ensure that policies are in place and are regularly reviewed; and that instances of breaches and misuse are monitored and reported, and that all staff members receive relevant information about emerging issues.

Use of the Internet by Staff and Pupils

When using the Internet, all users must comply with all copyright, libel, fraud, discrimination and obscenity laws, and all members of school staff (both teaching and non-teaching staff) are expected to communicate in a professional manner consistent with the rules of behaviour governing employees in the education sector. 

As part of the curriculum delivered within the school, we teach pupils about the vast information resources available on the Internet and use it as a planned part of many lessons. Initially, pupils may be restricted to sites which have been reviewed and selected for content. Pupils are normally given tasks to perform using a specific group of web sites provided by the teacher, which reduces greatly the risks of them stumbling across inappropriate materials.
In Key Stage 2, The ICT curriculum involves pupils exchanging information via  platforms such as Google Classroom, Microsoft Teams and See-Saw.  Pupils and staff are expected at all times to use appropriate language and content when communicating electronically in these ways. As pupils gain experience, they will be taught how to use searching techniques to locate specific information for themselves. 

Protecting Pupils and Staff

Portaferry Integrated Primary School uses the filtered Internet Service provided by C2K. This provider filters unsuitable material e.g., pornography, racism or politically extreme views and violence. Internet access for pupils and staff will only be available on computers that have screens that are visible to people circulating in the area while using the Internet at school, pupils should, where possible, be supervised. However, when appropriate, pupils may pursue research independent of staff supervision if they have been granted permission. In all cases, pupils will be reminded of their responsibility to use these resources in line with the school policy.

The staff will ensure that the pupils understand how they are to use the Internet appropriately and why the rules exist.

The network administrator may review files and communication to maintain system integrity and ensure that users are using the system responsibly.  While privacy is respected and protected password controls are in place, users must not expect files stored on C2K to be absolutely private.

Health and Safety

Portaferry Integrated Primary School has attempted, as far as possible, to ensure a safe working environment for pupils and teachers while using ICT resources in classrooms.  Restrictions/parental controls have been installed on all devices to further reduce the risk of pupils accessing inappropriate images or materials while using the internet in school.  As with the internet itself, there are no absolute guarantees that a child will not stumble across inappropriate content (especially in cases where he/she has made an attempt to access such material).    
Storage and use of Photographs

If photographs of pupils are being used by teachers for lessons, presentations, website design etc., then they should be stored as much as possible on C2K computers. Staff should use only designated school equipment when taking and storing images of pupils. Such images should only be taken and stored in the normal daily course of activities inside the school day. School equipment such as cameras and camcorders should not be used for personal use.  Photographs taken on school cameras should not be saved on USB pens or personal computers which do not belong to the school, nor be shared or uploaded without the permission of the child’s parents/guardians and the ICT administrator.
Staff or school volunteers should not use personal mobile phones or other personal devices to take images of pupils. 

Managing and reporting incidents and securing evidence of misuse

To deal with any incidents of technology misuse by pupils which arise, the school’s Positive Behaviour Policy will be followed and suitable sanctions imposed.  If a member of staff is involved, then the disciplinary procedures for employees of the school will be followed. Where the incident involves child abuse, the Designated Teacher for Child Protection in the school must be notified and the school will follow procedures as set out in the school’s Child Protection Policy.

Harassment of another person using technology, or breaching their right to privacy (e.g. reading their mail, accessing their files, using their computer account or electronic mail address), poses a threat to their physical and emotional safety, and may have legal consequences.

For these purposes, it is also essential that evidence of misuse is secured. If the school identifies a suspect computer (containing for instance indecent images or offences concerning child protection) it will not be used or viewed and advice will be sought from the P.S.N.I.

If police involvement is necessary, the Principal and Board of Governors will seek advice from Schools’ Branch and the legal department at the Education Authority.

After a minor or major incident, a comprehensive debriefing will occur to review school policy and procedures, to make and monitor any necessary changes and to maximise what can be learnt.

General Guidelines for Acceptable Use of the Internet 

It is expected that pupils, staff and approved guest users:

· Are to be responsible for their own behaviour on the Internet. This includes materials they choose to access and any language they use.

· Should not use language or terminology that is deemed unacceptable in any Internet communications. 

· Pupils should only contact people they know or those the teacher has approved.

· Should not deliberately seek out offensive materials. Should any user of the C2K system encounter any such material accidentally, they are expected to report it immediately. Pupils should inform a teacher. Other users should inform the Principal.

· Should not access other people’s files unless permission has been given.

· Pupils should never provide personal information such as telephone numbers or addresses when using the Internet. 
· Pupils should never make arrangements to meet someone unless this is part of an approved school project.

· Pupils, staff and approved guest users consistently choosing not to comply with these expectations will be warned and subsequently, may be denied access to Internet resources.

Pupil and Staff Safety Awareness and Training

The school will liaise with relevant agencies to provide parents, staff and pupils with information and guidance on the safe use of the internet and digital technologies.  Pupils in Key Stage 2 will participate in an internet safety programme provided by the either the PSNI school liaison officer or another reputable provider.

What are the Dangers?

The Internet is an open communications channel, available to all.  Anyone can send messages, discuss ideas and publish materials with little restriction.  This brings young people into contact with people from all sectors of society and with a wide variety of materials, some of which could be unsuitable.

Key Concerns are:

Potential Contact

Children may come into contact with someone on-line who may wish to harm them.  Some adults use chat rooms or e-mail to communicate with children for inappropriate reasons.
Children need to be taught: 
· That people are not always who they say they are.  

· That “Stranger Danger” applies to the people they encounter through the Internet.   

· That they should never give out personal details or 

· That they should never meet alone anyone contacted via the Internet.
Inappropriate Content

Through the Internet there are unsuitable materials in various forms.  Anyone can post material on the Internet.  
· Some material is published for an adult audience and is unsuitable for children (e.g.) materials with a sexual content.  

· Materials may express extreme views (e.g.) some use the web to publish information on weapons, crime and racism, which would be restricted elsewhere. 

· Materials may contain misleading and inaccurate information (e.g.) some use the web to promote activities which are harmful such as anorexia or bulimia.

Children need to be taught:

· That information on the Internet is not always accurate or true.

· To question the source of information.

· How to respond to unsuitable materials or requests and that they should tell a teacher/adult immediately.

Excessive Commercialism

The Internet is a powerful vehicle for advertising.  In visiting websites children have easy access to advertising which is very persuasive.

Children should be taught:

· Not to fill out forms with a lot of personal details.

· Not to use an adult’s credit card number to order online products.
If children are to use the Internet in places other than at school e.g. – libraries, clubs and at home, they need to be educated about how to behave on-line and to discuss problems.

There are no totally effective solutions to problems of Internet safety. Teachers, pupils and parents must be vigilant.
Steps We Take to Protect Children in School
Use of a Filtered Service

Access to the Internet is provided through a filtered service.  All access is provided through the C2k managed service which is designed to filter out unsuitable material.

Supervision

No filtering service is 100% effective; therefore all children’s use of the Internet should be supervised by an adult (whether in school or at home).  
Planned Activities

Use of the Internet is a planned activity.  Aimless surfing is not encouraged.  Children are taught to use the Internet in response to a need e.g. a question which has arisen from work in class.

Restrictions on E-mail

Children are not always given individual web-based e-mail addresses.  In some instances children may have access to a group e-mail address to communicate with other children as part of a particular project.  Messages sent and received in this way are supervised by the teacher.

Internet Safety Rules

Children are taught to be Internet Wise.  Children are made aware of Internet Safety Rules and are encouraged to discuss how to cope if they come across inappropriate material.

Use of Outside Organisations for training:

As the risks posed by technology and the internet are constantly changing, we believe it is important to seek expert opinion from time to time and provide training for our parents and pupils about the risks posed to them through the internet.  We shall employ the services of outside organisations to deliver this message in school.

Points for Teachers to Consider

Internet use should be planned, task orientated and educational within a regulated and managed environment.
· Supervision is the key strategy.  Children should have a teacher or classroom assistant present when using the Internet.  Computers should be positioned so that it is possible for adults to see materials on screen.

· Children should know why they are using the Internet. Teach children to use the Internet in response to a need (eg) to answer a question which has arisen from work in class.

· Search engines require careful use and planning/supervision.  Children can be bombarded with information and yet fail to find the material they need.  Where possible provide pre-screened website addresses for pupils, rather than asking them to use Google or Bing for searching.
· Provide pupils with a small list of useful website addresses.  A small appropriate choice is much more effective.  Show pupils how to type these directly into the address bar, rather than typing them into Google.
· Individual e-mail addresses may not be considered appropriate for younger children.  Class or project e-mail addresses may be used. All incoming and outgoing mail should be checked.

· Discuss with pupils the rules for responsible Internet use.  It is not enough to protect children from materials; we must teach them to become Internet Wise.   Children need to learn to recognise and avoid the risks.  Children need to know what to do if they come across inappropriate material or if they are approached by a stranger.

· Be informed – read  about e-safety e.g. – Use the Becta materials http://schools.becta.org.uk
· Discuss Internet Safety with colleagues and as a staff.

Points for Parents to Consider

It is important to promote Internet Safety in the home and to monitor Internet use.

· Keep all laptops/digital devices in a communal area of the home.

· Set up parental controls on all new devices and ensure these are password protected.  (Our internet training workshops will show you how to do this).  
· Monitor on-line time and be aware of excessive hours spent on the Internet.  For children of primary school age, no more than one hour per evening is recommended.
· Take an interest in what children are doing.  Discuss with the children what they are seeing and using on the Internet.  Ask children how their devices work.  
· Advise children to take care and to use the Internet in a sensible and responsible manner.  Know the SMART tips (over-page).
· Discuss the fact that there are websites which are unsuitable.

· Discuss how children should respond to unsuitable materials or requests.  (Stop, Disconnect, Report).
· Remind children never to give out personal information on the Internet.

· Remind children that people on line may not be who they say they are.

· Be vigilant.  Ensure that children do not arrange to meet someone they meet on line.

· Be aware that children may be using the Internet in places other than in their own home or at school.

Filtering for the Home Computer 

Parents may wish to invest in security software for their children’s computers.  Some of this software works by monitoring all Internet activity for trigger words.  Most internet providers have parental controls as standard (which allow parents/guardians to restrict the hours of use and the websites that can be accessed).  Contact your service provider to find out more (details are usually on their website).  There are many types of additional security software available.  Examples include: Net Nanny, www.netnanny.com; Surfwatch  www.safesurf.com
Mobile Phones & Other Digital Devices
Be aware of the safety issues regarding mobile phones and other digitial devices (eg) iphones, android tablets, ipads, ipods, Portable Playstations. Increasingly these have Internet access.  

You are strongly advised to set up parental controls on these from the start, so your child does not access inappropriate websites or download applications which are potentially dangerous.  Parents should encourage their children to talk about how they use mobile phones.  
Remind children not to give mobile numbers to strangers and people they do not know very well. Talk about responsible use of text messaging/images etc.
Cyberbulling:  If you do not monitor your child’s use of the internet at home, then he/she may become a victim or perpetrator of Cyberbulling without your knowledge.  The only way to guard against this is to be vigilant and monitor his/her internet use, while at the same time keeping an open relationship where discussions around his/her use of the internet can be held. 
Gaming:  It is advised that parents/carers of primary school pupils do not buy games for their children that exceed their actual chronological age.  All games now have a UK rating on them.  It is obvious that games which have a rating for 18+ years are totally unsuitable for a young child.  Games such as these are now reported to contain extreme violence and images which could be upsetting for younger children.  Parents/guardians are advised to research the evidence around the effects of these games on their children, so as to protect their  well-being.

Points for Children to Consider

Follow These SMART TIPS

Secret - Always keep your name, address, mobile phone number and password private – it’s like giving out the keys to your home!


Meeting someone you have contacted in cyberspace can be dangerous. Only do so with your parent’s/carer’s permission, and then when they can be present.


Accepting e-mails or opening files from people you don’t really know or trust can get you into trouble – they may contain viruses or nasty messages.

Remember someone on-line may be lying and not be who they say they are. Stick to the public areas in chat rooms and if you feel uncomfortable simply get out of there!


Tell your parent or carer if someone or something makes you feel uncomfortable or worried.

SMART Tips from: – Helping your parents be cool about the Internet, produced by: Northern Area Child Proctection Committees
 Rules for Internet Use in Portaferry Integrated Primary School
Children should know that they must use the Internet in a safe and acceptable way while in school.  They should be involved in discussions about its use and agree to the rules for its use in school.  Parents are also asked to be aware of the code of Acceptable Use and confirm that their children will follow these rules.

· On the network, I will only use my own login username and password.

· I will not look at, change or delete other people’s work/files.

· I will make sure that the messages I send are polite and sensible.

· If sending e-mails, I will not give my name, address or phone number or arrange to meet anyone.

· I understand that I am not allowed to enter Internet Chat Rooms while using school computers, unless directed to do so by my teacher.
· When using the ipads I will not try to download apps or games.
· If I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher immediately.
· When using the internet I will not type bad words into the search boxes

· I will not share photographs of any other pupil or say nasty things about them online.  
I understand that if I deliberately break these rules I could be stopped from using the Internet in school.

Pupil Signed:  ______________________________________________
Use of School Website

On our School Website:

· Children are only referred to by their first names. 
· Children and teachers will not reveal their personal details, home addresses or telephone numbers.
· Website links selected by teachers may be put on the website for pupils to access outside of school – sites will be previewed and checked regularly.

Parents/Carers permission will be sought to publish pupils work and/or photographs when admission to our school has been completed.  
A consent form must be signed by parents/carers to give our school permission to publish photos/work on our school website as well as on our school’s facebook account.
All reasonable and appropriate steps have been taken to protect pupils.  The school recognises that despite employing safety procedures, in some circumstances, the Internet may give children access to undesirable information or images.  Children are regularly reminded that should they encounter inappropriate material on line they must immediately

· Leave that website

· Inform an adult

Should a child or teacher encounter unsuitable material through the managed service, this will be reported to C2k via the C2k helpdesk number.

Guidance Material on Internet Safety

· http://schoolsl.becta.org.uk
· www.ceop.gov.uk
· www.thinkuknow.co.uk
Examples of safety rules for children are also available from:

http://www.kented.org.uk/ngfl/policy
Policy Review

Internet technology and school use of resources will develop and change with time.  It is our intention to revise and up-date our Internet Safety Policy as appropriate and where necessary.
This policy was reviewed and updated in June 2021
The updated policy was adopted by the Board of Governors at a meeting held on

Monday 21st June 2021
Chair of Board of Governors
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